LTE/4G/5G jak postavit
a jak (od)poslouchat

Postaveni vliastni LTE “bejsky”, jak poslouchat
traffic, o IMSI catcherech, downgrade a jinych

utocich



4G RAN - radio access network




Jak postavit LTE “bejsku”?

* “Nejjednodussi” je SrsRAN projekt
- BladeRF, B210 (i klony) funk¢ni

- proboha ne PlutoSDR, ma chyb na Ctvrtroku “tmy a smutna”
* Radiova cast SDR dela eNB
- pozor ale co kde vysilate jak, zahrabat se hluboko s Faraday kleci - zakony, CTU...

* Telefon je UE (user equipment), taky Ize SrsRANem
* V pozadi je EPC (LTE core network)

— napojeno na internet ven
- vSechny dalsi véci jako mapping ucastnik-klic-Sifra, roaming
- reSeni sdileni v pripade nouze (MOCN, MORAN...)
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Bizary 4G/LTE

* Bez VOLTE budou hovory pres 2G

* Vubec se spoléha na to, Ze vSechno podle moznosti
pojde pres data

* SMS jsou taky implementacné radost



Sniffing LTE

* LTESniffer projekt

- downlink z eNB bejsek control traffic neSifrovany
- na uplink to chce 2 SDR a idealné GPSDO

* Soudruzi konecné pouzili AES na data

- ne zabackdoorované sifry jako u 2G a 3G

- teoreticky podporuje “zadne Sifrovani, =0"

- ale zadny telefon neakceptuje “zadna integrita, =0"

- AES pouzili Spatné (CTR, bez MAC)

- integrita v4G i 5G je nevimprocC 32-bit misto 128-bit kdyz uz AES-128



Sniff (RNTI, TMSI, modulace 1)
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Sniff (RNTI, TMSI, modulace 2)
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Contention Resolution edabde94 RRC Connection Setup
Contention Resolution d77t73db RRC Connection Setup
TMSI fOaddbt4 Paging
TMSI c/5falf3 Paging
TMSI d79080ee Paging
TMSI ef@l3aa’b Paging
TMSI edbB8a883 Paging
TMSI eeb2b579 Paging
TMSI f75faced Paging




Sniff (wireshark, control traffic)

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
= = ., —
i@ oNRE Q<> > KM=

[I ‘ Apply a display filter ... <Ctrl-/>

Interface | ~ ; v | Key | Legacy Passkey » | Value | Help | | Def
No. Time Source Destination Protocol Length Channel Info time delta
1186 2.844832 MAC-LTE 160 DL-SCH: (SFN=885 , 5F=0) UEId=08 (Padding:remainder) 9.802731
1187 2.845319 LTE RRC DL_SCH 41 SystemInformationBlockTypel 9.000487
1188 2.848659 MAC-LTE 156 DL-SCH: (SFN=885 , SF=2) UEId=0 (Padding:remainder) 9.003340
1189 2.848676 MAC-LTE 88 DL-SCH: (SFN=885 , SF=2) UEId=0 (Padding:remainder) 9.000017
1196 2.852355 LTE RRC DL_DCCH 68 9.0083679
1191 2.852555 RLC-LTE a7 [DL] [AM] SRB:1 [CONTROL] ACK_SN=2 0.000200
1192 2.866353 RLC-LTE a1 [DL] [AM] SRB:1 [CONTROL] ACK_SN=2 0.013798
1193 2.871011 MAC-LTE 228 DL-SCH: (SFN=886 , 5F=2) UEId=@ (Padding:remainder) 0.004658
1194 2.871030 MAC-LTE 84 DL-SCH: (SFN=886 , SF=2) UEId=0 (Padding:remainder) 9.000019
1195 2.871046 LTE RRC DL_DCCH 6o [DL] [AM] SRB:1 [CONTROL] ACK_SN=3 11 9.000016
1196 2.876811 LTE RRC DL_DCCH 106 HandoverFromEUTRAPreparationRequest 9.005765
1197 2.877079 LTE RRC DL_SCH 41 SystemInformationBlockTypel 9.000268
1198 2.877540 RLC-LTE 41 [DL] [AM] SRB:1 [CONTROL] ACK_SN=3 0.000461
2 RRCConnectionRelease ]
2 (4:417 bytes) (Pad ]

~ RLC-LTE [DL] [AM] SRB:1 [DATA] (P) sn=1 [41-bytes]
~- [Context]
[Direction: Downlink (1)]
[RLC Mode: Acknowledged Mode (4)]
[Channel Type: SRB (4)]
[Channel ID: 1]
[PDU Length: 43]
[AM Sequence number length: 18]
- AM Header (P) sn=1

1... .... = Frame type: Data PDU (@x1)
.0.. .... = Re-segmentation Flag: AMD PDU (8x8)
..1. .... = Polling Bit: Status report is requested (@x1)
..8 @... = Framing Info: First byte begins a RLC SDU and last byte ends a RLC SDU (0x@)
.0.. = Extension: Data field follows from the octet following the fixed part of the header (©x0)

«... ..00 0POO GPO1 = Sequence Number: 1

~- [Sequence Analysis - SN 1 retransmitted]

[O0K: False]

~- [Retransmitted frame: True]

- [Expert Info (Warning/Sequence): AM Frame retransmitted for Downlink on UE @ - most likely in response to NACK (SRB-1)]
[AM Frame retransmitted for Downlink on UE @ - most likely in response to NACK (SRB-1)]
[Severity level: Warning]

[Group: Sequence]
- PDCP-LTE sn=1
~- [Configuration: (direction=Downlink, plane=Signalling)]
[Direction: Downlink (1)]
[Plane: Signalling (1)]
[Channel type: DCCH (1)]
[Channel Id: 1]
[ROHC Compressicn: False]
~- [UE Security (ciphering=EEA2, integrity=EIAZ2)]
[Configuration frame: 1171]
[Ciphering Algorithm: EEAZ (2)]
[Integrity Algorithm: EIA2 (2)]
@e@. .... = Reserved: @
...0 0091 = Seq Num: 1




Sniff (RNTI, TMSI, modulace 3)

* RNTI a TMSI by meli byt doCasné random
identifikatory

* |ze ale korelovat i sledovat polohu telefonu

* RRC Connection setup/release byl priklad, kdy
telefon nema security context

- bude vysvetleno dale



IMSI jde v plaintextu

* Na zacatku telefon posSle svoji IMSI v plaintextu
- staci poslouchat RRC Release
- kdyz meni bejsku napr
- nebo aktivni Utok - nastavit par parametru, frekvenci a vykon
* Fejkovat Ize nez od eNB prijde SecurityMode command
- tam lze vypnout Sifrovani z fake bejsky ale ne integritu
- tudiz bez kli¢e smula, neprojde bez integrity SecurityMode

- modulo mnoho chyb protokolu



Stav “bez security contextu” (1)

* Kdyz telefon méni bejsky (RRC Release), tak je bez
security contextu

* Lze pockat nebo ruzné vynutit

- mnoho paperu, nékdy Sileny timing na subframech

* Aktivnim zarusenim “neighbor eNB” nastane
downgrade na 3G, pak 2G (modulo implementace)

* 3G A5/3 Kasumi i 2G A5/1 Ize cracknout rychle



Stav “bez security contextu” (2)

* Bez security contextu lze nekteré zpravy pustit do UE

- bez autentizace a autorizace

- pokusy o lokalizaci a dalsi utoky

* “Presidential alert” (CMAS) je nevyssi

/N\ EMERGENCY ALERTS

Presidential Alert
ALL YOUR BASE ARE BELONG TO US




Sniff od “oktafky vedle baraku”

- Uto&nik musi mit kli¢e od operatora, aby dal SecurityMode

* Nebo downgradovat na 3G a zlomit Kasumi

* Obe reSeni se komercné prodavaji

- blackboxy jak 1 m3 krava, ani ne sféricka vo vakuu (cca vime jak funguiji)

b d . 4 b d 4

- antény lze ale dat na strfechu osobaku jako takovou placku, aby to nebylo jen
tak videt, od antény a sily signalu zavisi mnoho

* Je mnoho dalSich Utoku nez jen “poslouchat”

— napojit na exploity, AES-CTR bitflip...



5G

* 5@G je cca final_final_7.exe dokonceno

- 4G je taky dost gulas.png.exe v detailech, not final
* 5G ma uplné jinou strukturu identit

= SUPI - Subscription Permanent Identifier (IMSI ekvivalent)

* muZe byt ve vzduchu v plaintextu, i kdyby nemélo (scheme 0)
- SUCI - Subscription Concealed Identifier (doCasna identita)

* zalozeno na eliptickych krivkach - ECIES s Curve25519 resp secp256r1
- GUTI - Globally Unique Temporary UE Identity

* periodicky se méni



ni

* 5G ma “standalone” a “non-standalone” mod

* non-standalone je kvuli rozsSifovani z 4G na 5G
postupne

- hackish, nalepeni na sitovou vrstvu
* tudiz ruzné utoky, ale muzou byt sdileny nékdy

* vendor i prodaval box na MitM (detaily nepamatuju)



Porovnani bezpecnostnich prvku generaci mobilnich siti

Bezpecnostni prvky / mobilni technologie  2G - 4G -

Ovérovani Ucastnika / zarizeni v siti Ano Ano Ano Ano
Sitové ovérovani zarizeni / ucastnika Ne Ano Ano Ano
Ovérovani propojeni mezi operatory Ne Ne Ne Ano
Sifrovani IPSec Ne  Volitelne Volitelne  Ano
Integrita dat konec - konec Ne Ne Ne Ano
Sifrovani dat konec - konec Ne Ne Ne Ano
Funkce skryti identity ucastnika (SUCI/SUPI) Ne Ne Ne Ano

src tabulky: https://dsm.tate.cz/cs/2024/dsm-3-2024/kyberneticka-bezpecnost-5g-siti



Telco sité jsou MEGA BORDEL. FIN.




