
  

Captive portal considered 
broken

warbiking \o/



  

Captive portal

● + easy to use
● - insecure, insecure, insecure



  

Common implementation 
problems

● Some ports allowed (UDP/53)
● Plain HTTP login
● Internal DNS queries allowed



  

Design flaws

● Client autentization based on MAC…
● …MACs can be spoofed…

– …users can be spoofed…
● …data retention!

● Wireless traffic encryption?!



  

DNS tunelling

● You can push DNS queries…

● …you can push the whole Internet!

● Bypass nearly any restriction – blocked ports, 
L7 filters, government censorship…

● even better than Tor or Skype

● but requires special endpoint and is slow (~1 kB/s)



  

How does it work?

Me

LAN DNS server (recursive)

My evil DNS server

? 'GET http://brmlab.cz/'.hrach.eu

IN TXT '<html><head>…'

IN TXT '<html><head>…'

? 'GET http://brmlab.cz/'.hrach.eu



  

Well, the real implementation…

● Tunnels SSH – encryption, built-in socks 
proxy…

● BASE32 (case-insensitive) queries and 
BASE64 responses in TXT records

● Some flow control (we emulate TCP!)



  



  

Oh god, I want my students 
(employees, citizens) to be safe!

● IDS to detect (enormous DNS traffic)

● there are other possibilities

(IP over Avian Carriers, Morse

Code over ICMP…)



  

The ultimate solution



  

More magnets!

● http://jenda.hrach.eu/f/installfest-2010-dns-tunelovani.odp

● http://dnstunnel.de/

● http://heyoka.sourceforge.net/

http://jenda.hrach.eu/f/installfest-2010-dns-tunelovani.odp
http://dnstunnel.de/
http://heyoka.sourceforge.net/


  

               UAG
                                                         (the end)
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